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S M SD-WAN 5G
Unified Infrastructure
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Unified Infrastructure
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Unified Infrastructure
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Unified Infrastructure
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Unified Infrastructure

AOS-CX - 21t £S5 g dS dofet 24

https://cve.mitre.org

Customer First, Customer Lasta} SHj| Common Vulnerability Enumeration (CVE)
HPE Aruba Networking2| ZZ!0]| 3t ok Most widely deployed network OS (vendors)
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HPE Aruba Networking CX Switches - dIE-E-2IC

Always-on Reliability
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Unified Infrastructure

X2 WI-FI Gateway M|E ZEZ2|2

(AOS8) 2048 AP/32K Devices,
(AOS10) 32K Devices, 2M FW Sessions,
100 Gbps, 80 Gbps (Encrypted)
(AOS8) 2048 AP/32K Devices, (AOS8) 2048 AP/32K Devices, _
(AOS10) 32K Devices, 2M FW Sessions, (AOS10) 256K Devices, 50M FW Sessions,
v . ) 9240 w/ Silver Capacity License
= (GO B s DE 2, . (AOS8) 1024 AP/§4K éevices.
Q. E%%SJ C;) %‘C‘)KG?JE‘S"‘EEE: “o tgg‘)’ SEzsnls (AOS10) 128K Devices, 35M FW Sessions,
e | 7220 pS. P vp 30 Gbps, 22 Gbps (Encrypted)
©
O (AOS8) 512 AP/16K Devices, 9240 Base Model .
' (AOS10) 16K Devices, 2M FW Sessions, (AOS8) 512 AP/16K Devices, _
7210 20 Gbps, 6 Gbps (Encrypted) (AOS10) 64K Devices, 20M FW Sessions,
(AOS8) 256 AP/8K Devices, 20 Gbps, 15 Gbps (Encrypted)
(AOS10) 8K Clients, 2M FW Sessions,
12 Gbps, 5 Gbps (Encrypted)
7205
(AOSB8) 64 AP/4K Devices, .
- : : AOS8) 32 AP/2K Devices,
AOS10) 4K Clients, 64K FW S (
T 4 Gbps, 3 Gbps (Encrypted)
- 9012
v (AOS8) 32 AP/2K Devices,
% (AOS10) 2K Clients, , 32K FW sessions,
| 8 Gbps, 2 .6Gbps (Encrypted)
(2] (AOS8) 32 AP/2K Devices,
"Mot applicable to 9004-LTE
—— (AOS8) 16 AP/1K Devices, _ (AOS10) 2K Devices , 128K FW sessions,
Taa———— (AOS10) 1K Clients , 64K FW sessions, 4 Gbps, 3 Gbps (Encrypted)
7005 / 7008 2 Gbps, 1.2 Gbps (Encrypted) 9004 / 9004-LTE
3rd Generation of Gateways 4th Generation of Gateways




Unified Infrastructure
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Unified Infrastructure
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Protect
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Edge-to-Cloud Security

Aruba ClearPass solutions
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Edge-to-Cloud Security
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Edge-to-Cloud Security

Aruba Central NetConductor
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Edge-to-Cloud Security
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Edge-to-Cloud Security

Aruba Central NetConductor
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n ClearPass Aruba Central
E Dynamic Role Assignment Role-based Security Policies
Role: IP 7|2} Role: IZIE{ Role: O|C]0{ At Role: CIA3IE

IP . Media Smart
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XIMICH Central 22t DJLX|HE
Al 7|Eto] 2CIX} FAlo| A Bzl
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169.254.63.219

ropology
Standalone

Yesterday, 22:51 Client 802.1x RADIUS timeout

Yesterday, 21:36 Device restarted

.
Switch-Infra race e
o]
(=] . . Good®@ | [HiIwswswiin [IREIARN0EE oK REERORD e wone cosstWUNUDUEECOEE sos DR LRRRNRRRRsesonen (ATUEEROREARIAL === 10IRCLRENER
Information about the device. Offline
5
Juky
Health Properties
Online with sub-optimal port negotiation issues, Madel
Site unsynchranized configuration. CX 6200F 24G PoE
A‘(’;n“ Uptime Las Restart Reasen
o 5d1h2m Soffware upgrade de:asi32:alaaTc
Configuration Status Last Configuration Change 1P Address
Network Unsynchronized July 2,2021, 9:34 feB0r1cob:3319:a22557d
Fair
Topsl
Clients Connectivity
1
2
Onli
con o =
Switch-Infra GW-Oakmead-Backup
Security
®
AN
Low igh
Risk
Allerts
= Recent Events
Tem
ime Event
13 . -
Today, 13:44 Client PoE re-negotiation

- Abs) APE B S5 HA| AL JpAM B

oo O b e
SC0|E, R4, 24, WAN, 2¢F, 0fZ2|A|0|H
HEO| A THAE =t

- AEEH 3 ZX| Jh st M ER
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A 7712 AL 7 [EE HERIQE 0|2 Y
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WPA Authentication
O Failure

4-Way Handshake Failed

Today at 8:55 AM

Root Causes

« Credentials are Incorrect

Recommendation

+ Check if credentials used on the wireless
client match the Passphrase set in AP Config

Impact

Clients Devices
2 1 Access Point

Use case OJ|A]

Al & Automation

Alerts
Severity Status
Any (5)  Critical (0) Major (1) Minor(3) Info(l)  Any(5) Active(5) Cleared (0)
Q, Searct Y
5 items
Description Occurred On Category Status
DHCP Failure .

N Minor - Client Failed to obtain an IP Barch 1, 2025 5:04 AM LR Acie
DHCP Failure .
Minor - Client Failed to obtain an IP Mareh 1, 2023 659 AM pHce Active
WPA Authentication Failure

March 1, 2023 8:55 AM AUTHENTICATION Acti

. Info - 4-Way Handshake Failed Chl X e

DNS Failure

March 1, 2023 8:55 AM DNS Acti
Maijor - No Response from Server 2 ve
DHCP Failure

March 1, 2023 8:54 AM DHCP Active

N Minor - Client Failed to obtain an IP

L1/L2/L3 X|&

oS Aloto] 2AEl =

=

| 25



Al & Automation

Use case: Use case:
Wi-Fi S&F S&2F

CHERu AL =4 M-‘-ﬂ

AHE|X| =A|
e E2)0l=

=g ZE S0

SF=2{0] Of &

- Aruba Wi-Fi 3! SNR 2t QIAIO|E Guest Wi-Fi IFOHS NI
oT HE 957% = = Eof ST AT £5} 2t 50/0 oSt TE| I Z4A ZEA
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Al7|HEe] Z4A

AHO Me| O Z 0L AHRE NZAPIHA| O EA| 2

Q, Show access points|

B
»

LIPS

high interference

2tz

xp0f 2|
A x|l

newcenal @ ) Q1 @

Show access points with high interference
Show access points with disabled radios

Show access points model 555

Show access points in channel 6

MAC Address 1P Address

OL:ab:32:a2:be:ts 192.168.1017
Herts
*3 2
CLE-AP2-0C
On site Hotel Vermont
High interference on 5 Ghz upper band.
Health Model
* Poor AP-555
MAC Address IP Address.
Oe:ab:32:a2ibecbd 172.16.0.209
jerts
*1 4

HQ-BIdLA-APOS
On site Los Angeles Store
High interference on 2.4 Ghz band.

Health Model

Fair AP-555
MAC Address 1P Address
Oe:ab:32:a2:be:55 10.33.109.130
s
3 w1

MAC Address. 1P Address
25:a6:32:a2:be:a3 172.16.0.12

Alerts
*2 ¥s

HQ-BIdSJ-APO33

On site San Jose Store

High interference on 2.4 Ghz band,

Health

Fair AP-515
MAC Address. 1P Address
90:a6:32:a2:bee7 10.33.109.12
Alerts

5 vé

AP-Oakmead-05
On site Acme Store
High interference on 5 Ghz band.

Health Madel
# Poor AP-515

MAC Address 1P Address
ccab:32:a2:be:09 192.168.101.10
nnnnnn

1

CLE-AP4-06

On site Hotel Vermont
High interference on 2.4 Ghz band.

Heatth Model

Fair AP-555
MAC Address 1P Address.
9a:ab:32:a2:be:Bf 172.16.0.68
nnnnnn

2

HQ-BIdSJ-AP002
On site San Jose Store
High interference on 5 Ghz lower band.

HHHHH Model
Fair AP-555
MAC Address 1P Address.
ac:ab:32:a2:be:39 10.33.109.59
......
1 v3

HQ-BldLA-APO11
©n site Los Angeles Store
High interference on 2.4 Ghz band.

HHHHH Model
Fair AP-515

MAC Address 1P Address.

dé6:ab:32:a2:be:22 10.33.129.94

uuuuuu

v

AFEXL 2| 0| S
SHo=Z ZM |t

CHetd Cl|AS2|0] 7t 5

Day O, Day 1, Day 2 294 X|¥

Foundation LicenseZ |2
Use case O|A|

MZ2 AI2XL, Day 0/1/2

HIS=L 5S40 Chet

ASETL D AAE A2Ee
27| of2fS LSt
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Al & Automation

Key Takeaways
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