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Have you ever tested your disaster recovery plan, and if so, what happened?

Don't knowe itwe hawve a disaster recovery

6% 8
plan
Ve definitely don't have a disaster recovery 12% 16
plan
MNever tested it, no idea if it works | 17% 22
Tested it, we crashed and burned I 1% 1
Tested it, we'd forgotten a few things - 17 % 23
Tested it, couldn't meet down-titne SLA J 29, 2
(RTO}
Tested it, couldnt meet data-loss SLA l o 0
(R "
Tested it, couldnt meet either SLA I 0% 0
Tested it once, everthing wentto plan - 14% 19
Testit regularly, everything goes to plan - 22% 29
Other? Enter here... &y 9% 12

Source :sqlskills.com

Total: 132 responses

How Often Should You Test Your Disaster Recovery Plan?

Disaster recovery is of little value if the process isn't regularly tested because it can result in business failure in the event of an actual
disaster or data loss situation. Despite this, the majority of businesses only test their DR environments less than once per year or never
at all. Below is how frequently, and infrequently, IT pros and the organizations they represent test their disaster recovery environment,

Once per quarter
Once per year
Infrequently

Never 7
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Gartner .

“By 2025 nearly half of cybersecurity leaders will change jobs, ”
25% for different roles entirely due to multiple work—-related stressors.

« Gartner: Top Cybersecurity predictions 2023—-2024 (released Sep 8, 2023): Link
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: https:/www.gartner.com/en/webinar/528062/1190901
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= B SFAHHS
Daily Backups

01-KOR-CDP-DR-ERP-Jenkins: Checkpoints @ x

Select the VPG recovery point for the Failover Test c

0 6 12

Snapshot—Based DR

0 6 12

HPE Zerto

I Data GAP = Seconds

M June 11,2023 8:22:17 AM

June 11, 2023 8:22:12 AM

June 11, 2023 8:22:07 AM

0 6 12

June 11, 2023 8:21:57 AM

=
E1
M June 11,2023 8:22:02 AM
2
Ea

* =
CDP =X June 11,2023 8:21:52 AM
00:00 06:00 09:00 12:00 15:00 18:00 Cancel “
CONTINUOUS el
— * CDP : Continuous Data Protection
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Peer Site Priority Protection Status VPG State Operation

! HPE-KORSite-B

Meeting SLA

- KOR-Site- fing SLA
@} HPE-KOR-SiteB . .e Meeting SLA

_KOR-Site- g0 at
) HPE-KOR-SiteD & sec oo Mesting SLA

[f HPEKOR-SiteC 3 sec (] Meeting SLA

“a Failover »

HPE-KOR-Site-C

ting SLA
3 sec 9

HPE-KOR-Site-A

ting SLA
4 sec g
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Recoven Report for Virtual Protection Group
u

Site-A-

Itiple-VM-VPG

Report was generated on 04/04/2023 12:13:57

Recovery Operation Details

Initiated by
Recovery operation
Point in time

Recovery operation start time

Recovery operation end time

Administrator
Failover Test
04/04/2023 12:11:53
04/04/2023 12:12:02
04/04/2023 12:13:35

|rRTO

21 seconds |

Recovery operation result
User notes

Passed by user
Stop Test for VPG Site-A-Multiple-VM-VPG

Virtual Protection Group Recovery Settings

Protected site

Recovery site

Default recovery host
Default recovery datastore

Default test recovery network

—
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Site-A

Site-B
7esxi216-02.hpe.local
ESXi02-ZERTO-DS02-BASE
ZERTO-TEST-BUBBLE

Zerto

10:07:37

10:07:38

00?

10:07:37

10:07:38

00: 008

5 S
CSS 10:07:37 10:07:38 00:00:0
CCSS 10:07:37 10:07:38 00:00:01
ICCESS 10:07:38 10:07:38 00:00:00
uccess 10:07:38 10:07:38 00:00:00
Success 10:07:38 10:07:38 00:00:00
Detailed Recovel .\UL'\.'L"\\ |()‘()738 '()()756 (H)(") l 8
O e Success 10:07:38 10:07:45 00:00:06
L e el SUCCESS 10:07:45 10:07:51 00:00:06
R - 10:07:51 10:07:56 | 00:00:05
31 Fa';;i?;i“ﬁviﬁfm“ 'CCSS 10:07:38 10:07:56 00:00:18
Ml ey, ERE 10:07:38 10:07:45 00:00:0
: ZEEEEE%%ZK?S}? S 10:07:45 10:07:51 00:
ST 10:07:51 10:07:56
Full Name: Title: Signature:
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Planning

Analytics source Site
. . . i Avg. Journal History Compression
Muttiple Sites @) 09 o

VPGs
Overall Sizi

WAN Total Recovery Disk Size
@& 24 E2 9.931

Overall Sizing Requirements ©

VMs
Storage
Monitoring Total Avel

@ Total Avg. Throughput ‘@ Avg. Over Time; 4.93 MB/sec

Reporting

MB/Sec

n'ul I‘\ N
Extended Journal Copy

— 2.46m8ps / 19.68 mbps

Total Averd

/.

VM Level Statistics @

VM Name i Used/Provisioned Avg. IOPS Avg. Throughput Journal History Required Jo...

SK-NATECSS-01 B  A-site-zert sk-dhci-01.sk.com 4 308.09 GB / 308.09 G

sk-dhci-02.sk.com 2 GB 332.09 GB / 332.09 GB]

SK-INDEX-02 A-Site-Zert C 4 308.08 GB / 308.08 GB

SKFRTPWEB-05 A-Site-Zertc sk-dhci-01.sk.cor 8 3268 332.09 GB / 332.09 GB)

—
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Continuous
Data Replication
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Data Protection 7|419]
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Untrust
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HEQIT 7187)%

1 Xt &of

Firewall

2 Xt &of

Network—Based
IDS/IPS

Switch

Host—Based
Firewall

Host—Based
Defender

Host—Based
Anti—virus

Data Protection 7|HI7|&

Real—time Write 10 Based
RANSOMWARE Detection

IMMUTABLE Data Vault
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Machine Learning 7|4l 21940 1A ZHE:

Fine Tune, Machine Learning EAl Cierel @LE 2 Tool SHA|

Volume_Algorithm

Training AVG change cur erto A ion Analyze
remaining encryption in trend encryption

pr—
_CU_SUM
_ENTROPY

_AVG_ENTROPY
SUM
ENTROPY

ENTROPY

enc ratao (left Axis) @ ’ enc ratio (left Axis)
changa in trend (right Axis) change in trend (right Axis)

10383.7] |asezs..

Write 10ps
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File and Folder Restore: Point in Time (@

0 VM Select Point in Time

@& Point in Time
£ Repository Il Journal

P
(3) Restore

Point in Time Source

2

July 22, 2023 7:15:36 PM bl Journa

2

July 22, 2023 8:38:48 PM bl Journa

, 2023 10:57:34 PM Il Journal

~ . - . -

suspicious encryption Activity - Clean..

1:02:52 PM Il Journa

1:06:10 PM Il Journa

2, 2023 11:12:42 PM Journa

2, 2023 T7:33:05 PM Journa

2, 2023 11241 PM Journa

Suspicious encryption Activity

2, 2023 T:31:48 PM Il Journa

2, 2023 8:01:50 PM Il Journa

Total points in time: 1485
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Dynamic calculation of thresholds.

This is one of the key and unique aspects of the HPE approach. You

see, the typical way for detecting encryption is entropy calculations

S ~ o o o 1 M —_ > and comparing to a fixed threshold of randomness.
2| AaA Holt £ - 012 K2 EXl= Data—Adaptive Detection (Zerto 5152 e
- R here are saveral cha lenges that massively complicate having a fixel
° HH O'l/A LHA 5704 = 7 I-H|_:|§):I Olll E E-I_-I-I DeteCtlon detection threshold:
— - = Different data typés
* HO|H 2 *%%% HE E2|H UAZUS Sxoz MAIZHAZ] e e
seem like it has less entropy (converts binary to text), which breaks

° C PU Al—% =t Machine Lea rning 7 I HI_I-Q_I IO HH E_I_-I ﬂE_Aﬁ-I fixed threshold detection systems.

The entropy equation is this (there's no test later, relax, we will focus on
just one thing here):

H(X) = —Z P(x;) * logz P(x;)

The big thing we do is that we dynamically calculate the “n”

above, which is not done by other vendors (they assume a fixed, high
2 A‘I I H I A A — _' value, ice 256 for a byte, that's the total number of all
[_ 7 E 3“' EH 7 I 7 I EH R-I—} possi sing 8 bits). The * t means the cardinality of the
E data “alphal oul ally be different if the data was plain
text, compri ,normal ries, etc.

This is a huge deal ables us to dynamically adjust detection

_ ° E olo old ﬁnl_ ol. 3 E-I' :;rre;:;\:sia;iu es of data. For instance, if the
173 AlE 21| Detection fael 2F =t ':'32}_? > BX
ol EF | * Basebé4 encoding W@ st A0 E 20X
4*' Xs=t = geddo] &X| =7t ==
o XNAIXO| OtS 519} E_HA-ISID_:”O-I ol 35t H|m
Standard Shannon entropy detection . CIOkSH 2510 ¢|0|E 2S5 ZHK|
+ 1 E256) W AUZZH ChH| AERT F7t2 oot CiolAl &
ZX5H= iAl o el Al M StH
= * No Agent, No Internet , No more Cost
. °“='IZOE‘:'|' AHZZ 2 EFX ’ g
IOIEIE =S stot S . ME 12 s 1S X2

it to be that of normal text, we will accordingly lower

—
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C}2FSt Data Protection F+AI0F #1

PROD DR
DR X | 2X|
VCENTER yAY vVCENTER ZVM
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HOST
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C}2FSt Data Protection J2AI0 #2
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C}2FSt Data Protection J=AIOF #3
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AWS X}xj| gt
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(712EY-2a)

EC2 EC2 EC2 EC2 EC2

EBS EBS EBS EBS EBS
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AWS Network
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